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[bookmark: _fkignimw0n06]Executive summary
"Customer Premises Equipment (CPE)", are is the equipments used to connect subscribers to the an Internet Service Provider’s (ISP) network. Examples of CPEsCPE are include modems (cable, DSL, fiber) and, Wi-Fi routers, among others. CPE is on some cases managed by the ISP, and in other cases may be managed by the customer.
Due to numerous vulnerabilities in embedded software and in default configurations, CPEsCPE have been the target of a variety of abuses, ranging from exploitation of misconfigured services and default authentication credentials, to complete compromise by malware., with tThe purpose of performing many of these attacks and frauds is often to conduct,  especially denial-of-service attacks, unauthorized cryptocurrency mining, malware propagation, spamming, phishing, theft of credentials, among other reasons.
In general, common vulnerabilities have included:
· standard credentials for numerous devices;
· hardcoded credentials;
· use of well-known user names and passwords (i.e. admin / password);	Comment by Livingood, Jason: Is this the same as the 1st bullet? 
· use of obsolete and insecure protocols and algorithms;
· undocumented accesses (backdoors);
· lack of secure and automated update mechanisms and to address security fixesissues;
· unnecessary and/or insecure services enabled by default;
· services that can not be disabled;
· absence insecure of remote management and secure upgrade mechanisms.	Comment by Livingood, Jason: Already covered above – delete?

[bookmark: _GoBack]This document is intended to identify a minimum set of security requirements that should be specified in the process offor the purchasing purchase CPEsCPE by access providersISPs. The goal is, aiming the acquisition of equipments thatto ensure that such CPE has a secure configuration and secure remote management and update mechanisms, in order to  allow remote management and that are natively more secure which, therefore, reduces the risks of compromising the provider's network, and the Internet as a whole, as well asand to attempt to minimize the cost and impact s and losses resulting from the abuse of the equipment by attackers, such as degradation or unavailability of services, technical support and rework.
Providing a list of basic requirements for IPv6 is not part of the scope of this document. However, not including such requirements as part of the general CPE purchasing document may imply in a business risk to ISPs as they may not be able to provide IPv6 connectivity to their customers neither continue to grow their network due to IPv4 address exhaustion. This document assumes that IPv6 support requirements are included as part of the general purchasing requirements document.

[bookmark: _37glr8cdgkm1]Terminology
For purposes of this document:
1. Customer Premises Equipment (CPE): is the equipment used to connect subscribers to the Internet Service Provider (ISP) network. Other names may be used to describe this kind of devices such as Customer Edge (CE) Router and Residential Gateway (RG).
2. Backdoor: is any mechanism inserted in the system with the aim of enabling undocumented access to the system or its data. Examples of backdoor are: undocumented account/backdoor account (hardcoded account with no password, with a fixed password or password of the day); undocumented services for performing administrative functions without authentication, among others. A backdoor can be intentional (designed to guarantee later access) or accidental (used for development purposes and forgotten).
3. Appropriate encryption protocols: are open standard cryptographic algorithms/protocols published by IETF, in their current versions. The implementation must allow for the selection of up-to-date cipher suites and key sizes.
4. Service (server-type process, or daemon): means the server process that is active waiting for connections on a particular port, not the client software that performs queries to a service, when necessary.
5. The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 RFC 2119 [2], and RFC 8174 [3] when, and only when, they appear in all capitals, as shown here.
6. DEFAULT: means a configuration set by the vendor.

General Requirements (GR)
GR-01: The descriptive information of the device SHALL include the complete identification of its main components, in particular:
a. manufacturer, model and chipset versions;
b. name and version of the firmware and the base operating system;
GR-02: The vendor MUST provide documentation that describes, at least:
a. name, version and functionality of the firmware or operating system;
b. name, version, and factory-boot status of all applications and services installed on the device;

Software Security Requirements (SSR)
SSR-01: Authentication data (eg password, PIN, private key, etc.) MUST NOT be hardcoded. Data MUST be stored on the device and protected by appropriate cryptographic algorithms.
SSR-02: Any software tools or backdoors used for firmware or system development MUST be removed in the mass production version. 

[bookmark: _thkcr2d6uc4o]Update and Management Requirements (MR)
It is critical to have the ability to remotely apply updates and manage configurations with minimum security.
MR-01: The CPE MUST implement a mechanism for remote management, at minimum, remote administration using an appropriate encryption protocol. Check the table at Annex I for the list of required protocol(s).
MR-02: The CPE MUST implement a mechanism for remote updating. Check the table at Annex I for the list of required protocol(s). 
MR-03: The remote management and remote updating mechanisms: 
a. MUST be authenticated,
b. SHOULD use encrypted connection, and 
c. SHOULD only be accessible from specified sources.
MR-04: In the case of automated updating, a mechanism MUST be implemented to authenticate and validate the source (repository).
MR-05: The CPE MUST implement a mechanism to verify, before proceeding with the actual update (typically in the flash memory), the integrity of the downloaded file and if the version is correct.
MR-06: The update process MUST preserve the existing settings.

[bookmark: _yiq52xnilbfp]Functional Requirements (FR):
This document assumes that IPv6 support in accordance to RFC 7084 [7] is part of the general purchasing requirements document. 
Features that must be supported or removed from the CPE:
FR-01: Unsafe services or applications (without support for encryption), accessible from the WAN, MUST be disabled by DEFAULT or removed, especially Telnet and FTP.
FR-02: Any management communication from WAN side to the CPE:
a. MUST be authenticated,
b. SHOULD use encrypted connection, and 
c. SHOULD only be accessible from specified sources (eg. selected network segments, specified URL, etc).
FR-03: Any end user management communication from the LAN side to the CPE MUST be authenticated and MAY be encrypted.
FR-04: Any username and password MUST be changeable, including the master administration (root) password. 
FR-05: Regarding the password for accessing administrative interfaces:
a. The initial password MUST be unique for each device; 
b. At any time (eg password change or reset) password MUST NOT be null (ie, empty, blank) nor the same as the username;
FR-06: The production firmware MUST NOT have any undocumented mechanism for accessing the system or its data.
FR-07: The device MUST NOT have undocumented communication mechanisms to send data to the vendor (call home). Additionally, if there is any mechanism to send data (eg, fault logs) it MUST be disabled by DEFAULT.
FR-08: The end user MUST be able, via graphical user interface, from the LAN side only, to disable any service that is not essential to the operation or administration of the device.
FR-09: When enabling the initialization of services for the LANs, it MUST  be ensured that such services will not be accessible from the WAN, in particular DNS, NTP, SSDP, UPnP or any other UDP protocol that might be used in amplification attacks.
FR-10: In order to start the SNMP service/agent:
a. the configuration of an appropriate authentication mechanism SHOULD be required and community strings with well-known default values (eg public, private) SHOULD NOT be allowed;
b. access from the WAN interface MUST be restricted to specified source(s) (eg. selected network segment). 
FR-11: The device MUST implement open standard cryptographic methods, in their current versions, which allow the selection of safe parameters regarding cipher suite and key sizes.
FR-12: Cryptographic services or applications involving the generation of keys and/or digital certificates for device authentication, MUST generate the keys for each device, ie private key MUST NOT be shared (copied) among different devices.
FR-13: The CPE MUST support time synchronization through a centralized time protocol, such as NTP. Only client software is required.
FR-14: The CPE SHOULD support RFC 6092 [5] by implementing enough functionality to support the set of recommendations summarized in the Section 4.
FR-15: The CPE SHOULD support anti-spoofing filtering in accordance with BCP 38 RFC 2827 [11] for both, IPv4 and IPv6, and SHOULD be possible to disabled this feature if needed. It's out of scope of this document to determine the technique to be used for source IP address validation.
FR-16: The CPE MAY support packet filtering for Special-Purpose IP Addresses. Addresses considered "Globally Reachable" FALSE AND "Forwardable" FALSE, in accordance with RFC 6890 [12], MAY BE filtered. In this case, CPE SHOULD be capable of being configured to include IPv4 and IPv6 addresses in accordance with the registries maintained by IANA as described in “IANA IPv4 Special-Purpose Address Registry” [14] and “IANA IPv6 Special-Purpose Address Registry” [15]. 
FR-17: DNS queries from WAN to LAN MUST NOT be forwarded unless there is an explicit port forwarding rule set for that.
FR-18: CPE MUST support WPA3.
FR-19: Passwords MUST not be visible in clear text in any management interface.

[bookmark: _b60d7nve7gme]Initial Configuration Requirements (IR)
Devices MUST have the following factory default settings:
IR-01: All services (ie, server-type processes) that are not strictly necessary for the initial configuration process (bootstrapping) MUST be disabled, especially (if implemented), SSDP, SNMP, UPnP.
IR-02: Parameters related to DNS server addresses (resolver address) MUST be unconfigured and the DNS Relay option (if implemented) MUST be disabled.
IR-03: The port forwarding or DMZ host option, if available, MUST be disabled.
IR-04: The initial password for accessing administrative interfaces, both web and command line, MUST be unique for each device and it MUST be possible to identify it visually on the device label.
IR-05  Wi-Fi SSIDs MUST be unique for each device and MUST NOT be related to the vendor name nor equal to the password.
IR-06: Wi-Fi networks MUST have a unique initial password and it MUST be possible to identify it visually on the device label.
IR-07: In the case of SSH service, the cryptographic key MUST NOT be pre-generated at the factory. The key MUST be generated after the first service initialization/boot and any factory reset of the device.
IR-08: Anti-spoofing filtering (FR-15) SHOULD be enabled by DEFAULT.
IR-09: IPv6 transition mechanisms, tunnels, VPN and similar services MUST be disabled by DEFAULT.

[bookmark: _wnjrpt9iaqh7]Vendor Requirements (VR)
The vendor:
VR-01: MUST have a clear product support policy, especially regarding the availability of fixes for security vulnerabilities.
VR-02: MUST provide fixes for security vulnerabilities for at least 5 (five) years from the end of sale date.
VR-03: MUST have a communication channel/point of contact that allows customers and third parties (researchers) to report security vulnerabilities discovered in the product(s). Ideally, it SHOULD have a Product Security Incident Response Team (PSIRT). 
VR-04: MUST have a support channel, at least a website in English, to:
a. inform about existing vulnerabilities, mitigation measures and security fixes associated with its product(s);
b. provide security fixes and/or new versions of firmware or software for its product(s);
c. provide manuals and other materials regarding device configuration, updating and security.



[bookmark: _vqeyjfxgbjjf]List of Acronyms
BCOP: Best Current Operational Practices 
BBF:	Broadband Forum
CE:	Customer Edge Router
CPE:	Customer Premises Equipment
IANA: Internet Assigned Numbers Authority
ISP:	Internet Service Provider
PSIRT:Product Security Incident Response Team
RG:   Residential Gateway
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Annex I - table of requirements
The following table summarizes the set of requirements presented in this document, and it is meant to help organizations (e.g. ISPs) to prepare RFPs or to specify the requirements they want from vendors.
Some fields are already filled in with the recommended selection, especially when the requirement is mandatory, but a good part of the requirements demands the organization to make decisions on whether it wants a given configuration or not, as well as the definition of what will be its default setting.
It's worth remembering that the items listed in this document were thought to be a minimum set of security requirements, so it is highly recommended that the choices on the requirements are not relaxed to a lower level (e.g. from mandatory to recommended or optional implementation) and whenever possible, move to the strictest option.
 
	General Requirements (GR)

	Requirement
 
	M Mandatory
R Recommended
O Optional
	Default configuration

	GR-01
	M
	 

	GR-02
	M
	 

	Software Security Requirements (SR)

	Requirement
 
	M Mandatory
R Recommended
O Optional
	Default configuration

	SR-01
	M
	 

	SR-02
	M
	 

	Management Requirements (MR)

	Requirement
 
	M Mandatory
R Recommended
O Optional
	Default configuration

	MR-01
	M (a)
	(a)

	MR-02
	M (b)
	(b)

	MR-03
	a. M
b. R    
c. R 
	(c)

	MR-04
	M
	 

	MR-05
	M
	 

	MR-06
	M
	 

	Functional Requirements (FR)

	Requirement
 
	M Mandatory
R Recommended
O Optional
	Default configuration

	FR-01
	M
	Telnet and FTP disabled

	FR-02
	a. M
b. R    
c. R 
	(c)

	FR-03
	M
	 

	FR-04
	M
	 

	FR-05
	M
	 

	FR-06
	M
	 

	FR-07
	M
	Disabled

	FR-08
	M
	Web admin interface only from the LANs

	FR-09
	M
	 

	FR-10
	a. R
b. M
	SNMP Disabled (d)

	FR-11
	M
	 

	FR-12
	M
	 

	FR-13
	M
	NTP client only

	FR-14
	R
	 

	FR-15
	R
	Implemented and enabled

	FR-16
	O
	Unconfigured (e)

	FR-17
	M
	 

	FR-18
	M
	

	FR-19
	M
	

	Initial Configuration Requirements (IR)

	Requirement
 
	M Mandatory
R Recommended
O Optional
	Default configuration

	IR-01
	M
	SSDP, SNMP, UPnP disabled

	IR-02
	M
	DNS addresses unconfigured and DNS Relay disabled

	IR-03
	M
	Disabled

	IR-04
	M
	(f)

	IR-05
	M
	(g)

	IR-06
	M
	(f)

	IR-07
	M
	No SSH key pre-generated

	IR-08
	R
	Enabled

	IR-09
	M
	Transition, tunnels, VPN, disabled

	Vendor Requirements (VR)

	Requirement
 
	M Mandatory
R Recommended
O Optional
	Default configuration

	VR-01
	M
	 

	VR-02
	M
	 

	VR-03
	M
	 

	VR-04
	M
	 


  

(a) The ISP must have the ability to manage the devices remotely (e.g. for configuration).  Depending on the technology used by the provider (cable, fiber, xDSL), the corresponding industry may have protocols already specified. In this item, the ISP needs to choose the protocol(s) that must be supported by the device according to its technology (e.g.: BBF TR‑069 for broadband), that it should be enabled by default and the default settings required for that. If more than one protocol must be supported, the organization needs to include them all.
(b) The ISP must have the ability to update the device remotely (mostly the firmware). Depending on the technology used by the provider (cable, fiber, xDSL), the corresponding industry may have protocols already specified. In this item, the organization needs to choose the protocol(s) that must be supported by the device according to its technology (e.g.: BBF TR‑069 for broadband), that it should be enabled by default and the default settings required for that. If more than one protocol must be supported, the organization needs to include them all.
(c) Not using minimum mechanisms for access control, confidentiality and integrity checking in the transactions between the CPEsCPE and the management/updating server(s) can largely facilitate the compromise of the provider’s infrastructure.  It’s strongly recommended to use encrypted connection (e.g. TLS/HTTPS) and authentication not based in a single predefined username/password for all the devices.
(d) Provide the appropriate parameters for SNMP authentication and network access restriction if the ISP intends to enable the corresponding service.
(e) If the ISP wants to implement filtering for Special-Purpose IP Addresses directly in the CPE, it can provide the list of prefixes that may be filtered by default. Otherwise, the DEFAULT configuration is "unconfigured" and the CPE does not apply any filter for such prefixes.
(f) The ISP needs to decide how it wants the unique passwords to be generated, if completely random or based in some device ID, or a combination of unique and fixed information.
(g) The ISP needs to inform how the Wi-Fi Identifiers (SSIDs) should be named.
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